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ABSTRACT

The process of digitalization of public administration, which has been going on for some
time now, has also changed the context of communication channels in which state authorities act
and has also created the need for the publicly efficient, well-coordinated, transparent and
responsive communication with citizens. The strategic communications have become the
especially important device in the public administration in the new context because of its direct
connection to public support, legitimacy of the institutions and consistency of policy making.
The aim of the paper is to analyze the institutional and legal frames for activity of the state
bodies in the sphere of strategic communications in the digital government context, which is
assessed through the prism of the system of relations between public administration bodies in
this field. The analysis has shown that proper strategic communication is impossible without
appropriate institutional architecture and competences and consistent legal regulation of
transparency, digital interaction and data protection. It is offered the conceptual model based on
cooperation between institutions, legal norms harmonization and capacity of digitalization and
accountability.

Keywords: state policy, public administration, public service, public authorities,
regulatory and legal support, institutional support, strategic communications.

Introduction

The e-government reform has brought about a change not only in the pace of the state
society relationship, but also in its logic and the instruments used. State actors are no longer
limited to procedures, paper information channels, hierarchical distribution of messages. They
are more and more within an e-governance environment: networks, central information system,
instant (real time) and continuous feedback. The effectiveness of the state in such an
environment is not merely determined by its ability to choose the correct policies, but by its
capacity to legitimize, explain, coordinate, justify, and convey them in a rational, strategically
planned way.

In these circumstances, strategic communication is now considered an integral part of
modern public administration. In fact, its function is to be situated far beyond traditional media
relations or to transmit an official government message. Strategic communications shape the
state’s trust, legitimacy, participation, and response capacity. By allowing public authorities to
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adapt policy goals to public expectations, information asymmetries, and coherence between
government policy and public stories, strategic communication becomes particularly crucial
under digitalization, as communication becomes immediate and multidirectional while becoming
more susceptible to issues of credibility, transparency, and institutional coordination.

Concurrently, state actors’ efforts to build strategic communications cannot be reduced to
employing digital means. Access to an official website, an array of channels on the social web,
digital platforms, and e-government services does not guarantee either the effectiveness of
communication or the robustness of its institutions. As regards the tangible value of strategic
communication, it depends on the extent to which public authorities have both a stable
institutional framework (clear allocation of duties, skilled communication departments, channels
for inter-agency coordination, and procedures that connect policy-making to public information
management) and whether they do not when it is scattered and unsteady, hence enabling
contradiction within branches and among levels of public power.

An equally significant aspect of the problem relates to the regulatory and legal framework
underpinning it. Digitalization generates new avenues for public communication; yet it brings
new legal problems relating to access to information, data privacy and protection, cybersecurity,
reporting obligations, accountability of state bodies, administrative processes, and regulating
digital interaction between the state and the citizenry. In this way, state authorities may have
formal responsibilities regarding public communications without adequate, up-to-date legal rules
defining their mission, boundaries, coordination mechanisms, and standards of institutional
accountability in the digital space.

The dilemma is even more acute when public institutions are forced to communicate in
crisis-prone situations, rapid reforms, high public anxiety, and information warfare. In such a
situation, a lack of consistent institutional and legal support further undermines the stability of
official positions and inter-institutional communication. It diminishes the state’s capacity to
maintain trust and legitimacy. Digital channels amplify the pros and cons; accelerate
communication and feedback loops while simultaneously making institutions vulnerable to
disinformation, communication fragmentation, reputational damage, and demands for real-time
engagement. The issue of strategic communications, therefore, needs to be viewed not as an add-
on function of public administration but as one of the main tools used by state institutions to
secure their visibility, legitimacy, and functional capacity in the digital environment.

While much research has recently focused on digital government, state communication,
and the modernization of governance, the interconnectedness of strategic communication with
both institutional support and legal regulation has not yet been fully integrated into a single
paradigm of public administration. Current analyses frequently deal with communication
technologies in isolation from the design of institutions, or with regulatory concerns independent
of practical realities of the state’s communication work, thus failing to understand how state
actors are to formulate stable and robust strategic communications in the era of digital
transformation and how both institutional and legal factors support this development as
systematic, rather than coincidental.
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The objective of the article is to outline the institutional and legal premises for the
formation of strategic communications by state bodies within the conditions of the digitalization
of public administration. In order to fulfill it, the article aims at the following interconnected
tasks: to define the meaning of strategic communications within digital public administration; to
describe institutions forming strategic communications; to identify main legal acts defining this
area of public administration; to disclose main impacts of digitalization upon communication
processes within state bodies; to substantiate recommendations for the development of
institutional and legal support of communications.

Literature Review

Strategic communication by state authorities constitutes a key tool of governance. It is
not only something done in the ‘field of strategies’, of ‘ticking” information”, but one that can be
defined as a purposeful use of communication directed at whatever strategy an entity is trying to
achieve. The core issue at stake here has been the rejection of transmission models in favor of the
communicative constitution of organizations, which frames communication as a flexible
management process, constitutive of the state and organizational realities (Heide et al., 2018;
Hallahan et al., 2007; Zerfass et al., 2018). Our interest here will be in how public authorities
come to form, coordinate and implement strategic communications, which will require a solid
institutional and legal back-up. Absent such regulation, mandate, oversight, and democratic
supervision, the public authorities’ ability to influence public information policy, sustain its
legitimacy through governance and assuage external pressures will be lessened. A central point
of dispute in the recent human and political science debate concerns the normative relationship
between democratic accountability in the management of public information and the functional
needs of executive emergency, national security and crisis management.

A major concern in the literature around governance is government’s ability to
institutionalize strategic communication into public policy. Despite the democratic necessity, a
major democratic deficit exists were policymakers tend to subscribe to using post-policy
promotional communication for governance, rather than two-way negotiation with diverse
interests groups and stakeholders (Macnamara, 2025). ‘Bureaucratic fragmentation’ can be seen
to exist across various institutional contexts and environments. For example, in both education
and local authorities, budge breakups and complex administration structures often prevent
integrated outward communication, consequently requiring an intermediary, centrally based,
approach, such as a corporate communication centre (Silvey, 2025). Not integrating dialogic
principles and symmetrical openness in law would marginalize authorities from people. It is
possible to reduce the democratic gap where the constitution and legal framework were
permissive, and communication can strengthen power-to-people relations. For instance, in
Kuwait, grassroots politics such as the Monday Diwaniyas mobilize the public, providing
“instant push” media coverage and inducing government responsiveness (Dashti et al., 2026).
Whereas in the Nordic case, a comprehensive state provision and involvement in social welfare
activities remained dependent upon close engagement with interest groups, why lobbying
behaved whole as a formalized public policy input into democracy (Ihlen et al., 2026). By
contrast, shadow institutions and non-state actors; for example, the Muslim Brotherhood in
Egypt. In uncivil society from the fringes of the state, ‘entrancing ‘strategic command ensures
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coordination of highly mechanized vertical, hierarchical command chains, to avoid military
censorship and community mobilization at the none legal level (Yu and Liu, 2019).

The battle of strategic communication to support organizational resilience is intensively
examined in times of crisis and emergency situations, demanding institutional cuts and criteria of
flexibility in governance. After the crisis, institutional rules and accountability procedures
indicate the ways in which organizations, other than their strategic, communicate about renewal,
as formal contingency plans support ethics, values, and commitments to the next transparency
requirements in future (Smudde and Courtright, 2013). Transparency in this context is not just a
principle in contemporary organizational strategy, but an emerging practice in response to
expectations in digital era, legitimization theories and stakeholders’ pressures for accountability
(Zamoum, 2026). However, the management of transparent communication remains under the
shadow of unarticulated professional mandates. Public agency communicators, in particular, are
impelled to negotiate conflicting demands, for information to the general public and a managerial
logic that neglects to empower them strategically, serving their operational function in
opposition to strategic consultancy (Simonsson et al., 2025). This internal dilemma deepens in
fuzzy, complex and volatile environments, where internal communication delegates on internal
tasks (coordination and focus communication), but it must somehow justify the organizational
leadership as a means of building resilience to organizational turbulence (Cuenca-Fontbona et
al., 2026). Finally, the provision of fair and effective internal and external communication needs
to address intersectional realities, given that gender literature in strategy and communication
underscores that in organizational endeavors to enhance internal and external communication,
privileged positions must be overcome (Marschlich, 2026).

This nexus of foreign policy and national security uses institutional and legal means to
regulate the major conflicts in the public diplomacy and civil-military communication
battlespaces. Democratic states are handicapped in these conflicts, unable to operate without
bureaucratic and legal constraints that free speech protections and statutory oversight impose,
which renders their strategic communications and civil-military communication processes noisy,
complicating counter-narratives in the information space (Forest, 2006). This stresses the
declining line between strategic communications and democratic propaganda, where the question
remains as to how state media of free states should use those means of direct influence without
violating constitutional orders (Taylor, 2002). The state authorities increasingly use soft power
through strategic communications to justify overseas economic growth in situations like the
Chinese government’s launching of the Asian Infrastructure Investment Bank (Lan, 2018).
Meanwhile, non-state actors intentionally polluted this space through act-based propaganda,
bureaucratizing violence through strategic communications to pose apocalyptic narratives
(Phillips, 2017). National security organizations can only go so far in countering these, they must
do more than preclusion.

The UK strategy is an example of multi-pillars strategic communication (Pursue, Protect,
Prevent, Prepare) that requires high-level inter-agency coordination (Glazzard and Reed, 2020).
To prevent and de-radicalize people, it also requires opt-in, emotionally based strategic
communications (Cosié et al., 2026). Under hybrid war, state forces even declassified
intelligence to pre-bunk disinformation (Buluc et al., 2025). Although successful in building
societal resilience in the lead-up to the Russian-Ukrainian war, the instrumentalization of



The Innovation Journal: The Public Sector Innovation Journal, 31(2), 2026, article 6.
https://doi.org/10.5281/zenodo.21937020

intelligence in hybrid war also ignited debates on the politicization of intelligence, and on the
limits of executive power and accountability in shaping national narratives (Buluc et al., 2025).
State-authorized information should also be accompanied by polluting, whole-of-society
strategic communication responses, such as Ukraine’s strategic humor by state and proxy actors
(Nilsson, 2025).

The faster rate of technological change raises unique and daunting challenges for
regulatory design and public communication policy. The truthless fabric of media in the post-
truth age, combined with the collapse of institutional trust, has also forced strategic messaging to
restructure identity, trust, and emotion (further — ITE) systems rather than fact-based rational
paradigms (Uddin, 2026). This epistemological hazard becomes even more pronounced in the
developing world. In the case of Ghana, a dire technological cultural lag has produced a story
mismatch whereby the ever-increasing designs of technological change have outstripped
institutional design of communication regimes, leaving state actors and communication
practitioners alone to encounter Al threats and deepfakes using weak policy instruments and
limited regime building capacity (Anani-Bossman, 2026).

The automation of communication through autonomous agents makes it more difficult to
manage culpability in organizational scale when algorithmic agency distorts corporate and state
accountability (Weller and Lock, 2025). Even the use of generative Al to foster dialogic and
engage multiple stakeholders on digital platforms, leading institutions (top ranked universities in
the US & China) must ensure regulation of dialogic field and delineate policy boundaries that
safeguard trust (Yan et al., 2025). Therefore, an urgent need emerges for legal regulation of
digital domains, digital intermediaries and Big Tech have become private regulators and state
regulators are clamping down on transparency legislation and digital service’s legislation to
govern corporate practice and content moderation (Reid and Ringel, 2025). Also, professional
practitioners are also demanding regulation of digital practice, such as adoption of Responsible
At (further — RAI) to regulate strategic communication and uphold liberal advocacy, truth and
legal norms & professional principles to deal with digital bias & misinformation (Germinder and
Capizzo, 2025).

Nevertheless, the global adoption of communication technology (CommTech) is patchy;
Latin America suffers from a weak digital governance environment, heavy bureaucratic inertia,
and low institutional trust which hindered modernization of public entities (Alvarez-Nobell et al.,
2025). Notwithstanding these organizational barriers, digital communication tools — a social
listening platform monitoring modern slavery and COVID-19 advocacy (Lucas and Landman,
2020), or the use of spatial computing in augmented philanthropy (Pimentel et al., 2025) —
showcased how technologically enabled strategic communication is able to drive international
mobilization and orchestrate intricate non-profit and government activities. Although
environmental and conservation policies are also contingent on targeted strategic
communication, regulatory standards like the Safe Harbor Agreement cast to a segmented
audience were central in convincing constituents outside of the conservation communities and
landowners to ‘buy-in’ (Messick et al., 2024). Equally important, original campaigns within the
public sphere relying on regulatory and capital institutionalizations to secure government permits
and influence markets are instrumental in steering behavior change in the direction of leading-
global climate regimes (Sison, 2013).



The Innovation Journal: The Public Sector Innovation Journal, 31(2), 2026, article 6.
https://doi.org/10.5281/zenodo.21937020

In the final analysis, we conclude that strategic communications cannot exist in a
vacuum; it is fundamentally contingent on both a state-wide institutional and legal architecture to
allow such a streamlined communication effort to thrive. The strongest case made by each of
these literatures emerges from the acknowledgment that strategic communication is a
constitutive mechanism of public authority that must be sanctified by legal statutes, integrated
across government agencies, and monitored and directed by oversight mechanisms. The optimal
form of legal and institutional framework seems to be one that requires two-way
communications with stakeholders that is transparent and flexible in response to technological
change without losing sight of ethical accountability. However, major unresolved questions
remain, particularly regarding how democratic states can legally and ethically combat synthetic
media, disinformation, and non-state extremism without compromising constitutional freedoms.
As the digital age accelerates the fragmentation of public trust, the field remains legally and
institutionally weak in harmonizing global regulatory designs with local administrative
capacities, highlighting an urgent need for scholarship that bridges the gap between
communication theory and public policy architecture.

With the progressive digitalization of public administration, the communicative tasks and
burdens of state institutions have multiplied. However, institutional cohesion and legal certainty
for effective strategic communications have not been achieved. The use of digital technologies
does increase speed, broaden scope, and enhance the interactive capacity of public
communication; however, none of them can eliminate governance difficulties such as divided
competencies and functions, varied administrative competence, uncertain legal provisions, and
poor coordination between state institutions. Therefore, the formation of strategic
communications is more determined not only by technological upgrades but also by the
condition of institutional arrangements and the adjustability of regulatory frameworks governing
public action in the digitalized space.

This article aims to investigate and classify the institutional and legal bases for the
activity of state authorities in the development of strategic communications in the context of the
digitalization process. The object of the research is a system of relationships within the system of
state public administration, generated by the formation and realization of strategic
communications by state authorities. The subject of the research is an array of institutional
mechanisms, legal norms, coordination procedures, and digital technologies, constituting the
communicative capacity of public authorities. The article proceeds from the position that digital
transformation, combined with the specification of authorities, inter-agency coordination, legal
norms, liability, and the incorporation of communicative functions into the public administration
system, leads to enhanced effectiveness of strategic communications.

In order to meet the objective, the article is structured around the following related
research questions:

1. To define the position of strategic communications in the system of digital public
administration and describe their functional meaning to transparency, trust, resilience and policy
implementation.

2. To identify institutional agents involved in creation of strategic communications, and
explain their roles, competences and interplay in communication process consistency.
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3. To describe the legal-regulatory framework which surrounds the activity of state
authorities in the communications process (rules governing access to information, administrative
procedures, e-services, responsibility and information security).

Furthermore, this study intends to uncover the material consequences of digital
technologies on the context in which state agencies implement, coordinate, and execute strategic
communication: not only the opportunities granted by new digital tools but also their limitations
as far as communication fragmentation, misinformation, absence of procedural safeguards, the
technology—law lag, etc. are concerned. On this ground, the paper aims to support a theoretical
trajectory of enhancing the institutional and legal frameworks so that strategic communication is
used not as a disconnected, technological function but as a constituent and sustainable
component of modern public administration.

Methodology

The research is underpinned by a theoretical and analytical design for strategic
communications within the framework of digital government, with a special focus on the public
administration dimension. The methodological approach adopted in the paper is based on the
idea that the outcome of a government entity’s strategic communications is an effect of the
interaction between institutional shapes, legal regulation and digital governance strategies.
Without this idea, the research did not intend to analyze the communications as a standalone
technological function, but instead as an element of a bigger management tool by means of
which public authorities establish policies, correlate territories of competence and communicate
with the citizens through traditional and digital spaces.

These include theoretical frameworks of public administration main principles, basic
works in strategic communication; works on cybergovernment and digital administration, theory
of transparency and responsibility and idea of information security. Not only legal foundations,
but also institutional is the subject of analysis of described, directly influencing on the capacity
of public bodies to create and realize coordinated communication strategy at the digital
environment. Emphasis is made on the interaction of legal norms and institutional characteristics,
because effectiveness of communication is determined not only by law norms, but by
institutional environment where law norms are realized by state bodies.

In terms of methodology, several methods working in conjunction have been adopted
through the course of the study. Among others, the formal legal method allows the study of the
normative bases governing state agencies’ behavior in the public communication of information,
access to information, administrative procedures, use of digital technologies, liability and the
protection of informational interests in the cyberspace; employing this method, the researcher
discovers not only legal rules, but also gaps in legislation and structural bottlenecks in strategic
communication. Second, the institutional method is used to define and establish the system of
communication among subjects, the allocation of authority and responsibilities, and coordination
in public administration.
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The analysis is based on the structural-functional method to examine strategic
communication as an administrative function provided by State bodies in the digital
environment. Using this method, it is possible to go beyond mere descriptions of individual
institutions and to consider communication within the framework of public administration as a
system function linked to policy realization, legitimacy, institutional trust, and state capacity.
Besides, through the system approach, we identify interactions among legal regulation,
institutional support, and the digital instrument, where strategic communications are viewed as a
multidimensional process associated with the modernization of the state and public
administration.

To expand analytical horizons, the analysis of synthesis, comparison, and generalization
methods is also conducted. Analysis of comparisons enables differentiation of institutional
support models and reveals standard legal and administrative problems as public
communications are digitalized. The synthesis analysis enables the integration of separate legal,
institutional, and technological constituents into a comprehensive understanding of the processes
of forming strategic communications within state activity. The analysis of generalization is used
at the final stage of formulating overall conclusions and general theoretical concepts for
improving institutional and legal support.

The order of conducting research can be systematized as follows. In the first stage, a
definition and clarification of the substantive content of strategic communication in public
administration, in the context of its opposition to a narrower view of it as merely an interaction
with the mass media or information transmission, are provided. In the second stage, an analysis
of the institutional structure of state bodies of power is conducted including subjects, their units,
and communication management mechanisms. In the third stage, an analysis of the legal context
for strategic communications in conditions of digital transformation is performed, using which
their functional purpose and compatibility, as a rule, will be identified, along with areas that
require updates. In the fourth stage, the impact of digitalization on the communication activities
of public administration bodies is systematized as both positive and potential risks. In the final
stage, the results of the research are used to develop a conceptual basis for improving
institutional and legal support for strategic communication.

This combination of methodological approaches allows the problem to be covered in
depth and highlights the interlinkage between public administration reform, digital
transformation, and communication capacity. These methods are in keeping with the theoretical
character of the article and ensure sufficient analytical depth for identifying the institutional and
legal prerequisites of strategic communications and substantiating practical paths for their
improvement in the contemporary system of state management.

Results

In this study, public sector innovation is interpreted as the transformation of
communication practices in the public administration system under the influence of
digitalization, which contributes to the formation of more effective, coordinated, transparent and
adaptive interaction between public authorities and citizens. Such transformation involves not
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only the use of digital technologies, but also the development of institutional mechanisms, legal
regulation and management approaches necessary to ensure stability, accountability and
effectiveness of strategic communications.

The findings clearly show that the processes by which state authorities create strategic
communications in the digital age depend on three interconnected factors: institutional structures,
legal provisions, and the capacity to use digital technologies. The study found that
communication is best organized and executed when it is not viewed as a supporting activity but
as an integrated element of the entire public administration system, with clear mandates and
structured procedures. It defined legal standards for transparency, accountability, and
information security. Nevertheless, the findings also suggest that digitalization magnifies both
the possibilities and deficiencies in public communication, thereby affecting the quality of the
institutional and legal backing for communication.

The first findings of the study are dedicated to revealing the institutional system through
which strategic communications are produced and put into practice by the government. This
institutional structure embraces not only dedicated communication units, but also communication
tasks are disseminated throughout the whole public administration system, ranging from the
bodies of central executive power, sectoral ministers, bodies of local public power, to structures
managing digital transformation, public services institutions, and information security bodies, as
well as those which manage crisis communications. These are all elements that participate in the
digital information stream and determine its generation, coordination, transmission, and
reception.

From the analysis presented, it is evident that institutional support for strategic
communications takes on a multi-level structure. This can be described at the strategic level
(where political and administrative leadership defines broad priorities for communications and
ties communications to policy goals), the organizational level (where ministries, agencies and
departments are responsible for developing relevant communication practices, public
information, interaction with citizens and stakeholders), and the operational level (where
communication units, digital service teams, and administrative personnel are responsible for the
daily execution of the various communication activities through websites, digital tools, public
service interactions and official information channels).

A noteworthy finding is the prevalence of communication competencies scattered across
units, with a lack of procedures and coherence. Public administration authorities may address the
state formally within their own scope but lack a cohesive strategic communication space at the
state level. This results in fragmented communication, redundancies, incoherent positioning,
inconsistent service standards, and unclear accountability. This tendency will become
particularly salient in a digital communication environment, where the rapid flow of information
allows little time for internal adjustment.

Furthermore, this research indicates that to implement successful strategic
communications, not only separate communication units, but also institutional coordination
mechanisms at both horizontal and vertical levels are needed. Horizontal coordination between
ministries, agencies, or sectoral organizations, the decisions of which concern the same
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audiences. Vertical coordination between central and local governments, so that public
communication is coherent across various administrative and territorial levels. If there are no
such coordination mechanisms, digitalization might increase the volume of communication

outputs, but decrease their consistency and strategic value. Table 1 below demonstrates the main

institutional actors involved in the formation of strategic communications with respect to their
significant roles and instruments.

Table 1: Institutional actors involved in the formation of strategic communications by state

authorities
Institutional Main Digital Functional Main gap
actor communication instruments significance identified
role used
Central Define Government Strategic direction and | Over-centralization
government communication portals, official legitimacy or delayed
bodies priorities and state- | statements, coordination
wide narratives integrated
platforms
Sectoral ministries | Communicate Ministry Thematic Fragmented
and agencies policy content and websites, public | communication and messaging across
sectoral decisions dashboards, policy explanation sectors
social media, e-
services
Local public Adapt Municipal Proximity to citizens Uneven
authorities communication to portals, local and contextual administrative and
territorial needs and | digital services, responsiveness digital capacity
local audiences community
platforms
Specialized Prepare, coordinate, | Media tools, Professionalization of | Limited influence
communication and disseminate content systems, | communication on broader
units official messages online practice decision-making
monitoring
instruments
Digital Support platform- E-governance Technical Weak linkage
transformation based interaction systems, infrastructure for between
bodies and digital service interoperable communication technology and
delivery databases, communication
service strategy
applications
Information Protect Monitoring Stability, trust, and Reactive rather
security and crisis- | communication systems, alert response capacity than preventive
response resilience in risk channels, secure coordination
structures conditions digital
infrastructure

Source: Systematized by the author

As illustrated by Table 1, the domain of the institutional environment of strategic

communication is comprehensive and functionally segmented. The greatest deficit is therefore
not to be located in the absence of actors but in the lack of appropriate competences, practices,
and communicative roles for all actors, and the subsequent lack of linkage between them. Hence,
institutional backing must not be conceived as the existence of communication structures within

11



The Innovation Journal: The Public Sector Innovation Journal, 31(2), 2026, article 6.
https://doi.org/10.5281/zenodo.21937020

an individual authority, but as the synergistic interplay between its different roles,
responsibilities, and arenas of interaction.

The second study result is the regularization of legal regulations governing the practice of
strategic communications by state authorities. It allows identification of multiple levels of
normative regulations governing communications in the e-public sector.

The first layer is that of general constitutional and administrative principles that establish
the meaning of public authority’s openness, of administrative action as a public matter, of access
to information, of legality, of accountability, and of the defense of individual rights vis-a-vis the
state. These principles frame the normative basis for state authorities’ communications to have
not only a management purpose but also public-law significance. It follows that communications
must be associated with the state’s obligation to inform and legitimize its actions in accordance
with democratic principles.

The second layer consists of the acts on the availability of information in the public
sphere, administrative procedures, transparency requirements, provision of public services, and
communication with citizens through electronic means. This layer sets the general procedural
conditions for the communication of official decisions, publishing information, handling citizen
petitions, and digital interaction with citizens. We found that these rules are important for the
quality of communication as they affect how timely, comprehensive, transparent, and
procedurally predictable official information messages are.

The third layer concerns legal regulation of digital governance, which can cover issues
such as e-services, digital identity, e-interaction, data handling, interoperability, and e-public
services. The scope of this layer goes a step further so that communication does not only ‘reach’
the information, but is also ‘brought into’ service provision and administration. So much so, that
communication becomes part of the user interface and service transaction instead of separate text
as a justification.

In the fourth layer we analyze the norms provision concerns the safeguarding of personal
data, cybernetics, information security and illegal breaches to communication digital systems. As
for the legal structure of the electronic communication one, the figure is surprising because it
shows precisely, a threat of the cyber communication to the public administration due to invasion
of mis-information, falsification and sustainability and potential threat to system and reputation.
The conclusion is that strategical communication at digital stage must also be guaranteed by
norms to make it reliable to both infrastructure as well as for social reputation.

The fifth layer includes strategic documents and internal administrative measures, bylaws
and inter-agencies procedures and internal communication policies, some of which are not
always very visible but, in practice, are crucial in order to define the real division of
responsibilities for communication. The study shows that the absence of clear internal
coordination procedures creates a legal ambiguity at operational level whereas general legal
provisions can be found at abstract level.

12
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This contextual shift is critically important because it means that although strategic
communication-plans are increasingly sanctioned in rule, their practical efficacy depends on the
resonance and coherence of norms with respect to actual digital governance among relevant
publics, not solely on the number of rules that endorse a practice. In most contested jurisdictions
with a decentralized regulatory environment, beyond a Gap of law as rule versus law as action,
public actors are often faced with public obligations to communicate that are widely imposed
through rule but devoid of practical efficacy for administrative practices; accordingly, legal
capacity for strategic communications should be evaluated through a lens of effects and not a
normative standard of compliance.

The third result of the study is the identification of the main channels through which
digitalization changes the activities of state bodies in the field of strategic communications. The
change in state body activities under the influence of the digitalization process is not technical; it
leads to a transformation of the organizational logic of communication, citizens’ expectations,
the pace of administrative response, and the criteria for evaluating institutional reliability.

Secondly, the change affects the speed of communication. State authorities are now
interacting in an arena where delay often equals incompetence, lack of transparency, or
irresponsibility. Institutional pressure is placed on state institutions to provide immediate
explanations, clarifications, or updates. At the same time, the speed of digital communication
may undermine procedures in which information must cross a chain of approvals before it can be
published. The reading thus finds of a structural contradiction between the “urgency’ of the line
and the formalism of administrative cooperation.

The second change concerns the nature of communication. To a one way information
path to an interactive path, where people handle with official messages by clicking, reading,
interpreting, contradicting, resending... It demands surveillance, analytical support, segmentation
and readiness of the entire process in order to enable these conversations for organized
businesses. Findings have demonstrated that strategic communications in the digital age require
continuous that of discontinuous communications campaigns.

Third, digitalization transforms the institutional meaning of communication: it “traps
communication into services delivery and interacts with public administration and online
government”. It is incorporated into portals, service complexes, automatic notices, digital
dashboards and interactive administrative systems. Therefore quality of communication won’t be
reduced to “content” anymore; its new variable will be “the logic of the interface”, the friendly
of the interface, the access and the coherence of the digital service design. In this way,
digitalization of public administration is the transmutation of communication into a composite
function with “legal, administrative, informative and technological characteristics”.

Fourth, digital technology opens up a new platform for data-based communication. The
government could adapt its message to user behavior, digital feedback, and demand and response
of the public. However, as our research shows, a new data-based communication platform can
only be emerged if the integrated analysis function is institutionalized and policies for translating
digital data into a communication strategy are put in place.
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Fifth, digital is a risky space. Some of the risks that are mentioned are: communication
fragmentation due to the coexistence of multiple channels, the spreading of false and
manipulative information, the digital gap, a legislative vacuum on digital responsibilities and the
dependency of institutions on digital technology without proper procedural safeguards.
Digitalization clearly creates a new communication space but also a new space of risk, for which
we need new institutions and legal rules.

The practical experience of individual countries confirms the crucial role of institutional
and legal architecture for the effectiveness of strategic communications. In Estonia, the
communication function of the state is integrated into a single digital ecosystem e-Estonia: all
public services are accompanied by automatic notifications, and official government messages
are distributed through a centralized platform, which ensures consistency of information and
minimizes duplication. This became possible thanks to the legislative enshrining of the principle
of “once-only” data entry and a clear demarcation of communication powers between
government bodies.

Singapore has a holistic government communications system, Gov.sg, which coordinates
official messages through a single portal, mobile applications and social networks. The key
factor for success was the institutional model, in which the communication units of all ministries
are subordinated to common standards, and a special government office ensures crisis
coordination, monitoring of the information field and rapid refutation of fakes. This allows
citizens to maintain their trust even in the face of information attacks.

Ukraine’s experience with strategic communications during a full-scale war demonstrates
how institutional flexibility and legal adaptation can compensate for resource constraints. The
creation of single coordination centers under the Office of the President, the rapid update of
information security legislation, and the integration of communication tools into the Diya
application allowed the government to quickly convey key messages, collect feedback, and
maintain societal resilience. This case highlights that it is the combination of institutional
coordination, regulatory certainty, and digital capacity that is critical for effective
communications.

The fourth conclusion of the research is the development of a conceptual model for
improving institutional and legal provisions for strategic communications in the operations of
state bodies, based on the finding that without a systematic governance environment, a digital
tool will not be able to guarantee the effectiveness of communications. In this proposed model,
there are three interrelated and interdependent dimensions. They are, first, coordination within
the institution, second, harmonization of legislation, and third, digital capacity with
accountability.

The first pillar of coordination depends on a clear division of powers between the public
actors involved in the communication process. It implies the development of communication
competencies not only within public communication but also in policy explanation, public
participation, crisis management, and online interactions. The model further requires the
development of reliable, permanent cross-institutional procedures to preclude incoherent actions
and ensure sectoral and territorial consistency.
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The second principle, legal harmonization, demands that national legislation and sub-
legislative regulations be adjusted to the new situation of digital public administration. Legal
norms concerning communication should not be scattered through “different legal branches
unconnected procedurally. Their convergence is necessary to form a cohesive normative
environment that connects transparency, access to information, administrative procedure,
delivery of services in a digital environment, protection of personal data and security of
information”. Results show that it is particularly relevant where authorities utilize integrated IT
systems that integrate service delivery, communication, and decision support.

The third component, digital competence and accountability, requires two key elements:
digital competence and institutional accountability. Public administrations need the necessary
digital infrastructure, professional competencies, and procedural tools to establish and maintain a
continuous and trustworthy dialogue. Moreover, digital communications need to be governed by
principles of legality, transparency, availability, and public accountability. In fact, the study
argues that strategic communication is well established at the intersection of digital competence
and organizational discipline.

The proposed comprehensive model shows that communication policy should be
identified as a structural element of the public administration system in the digital environment,
whose efficiency depends on how the structural and legal organizing and implementation of
digitalization processes are planned within a single system. The applied significance of the result
is to provide the conceptual ground for modernizing communication policy, adapting
administrative practices, and enhancing communicative resilience.

Discussion

As the study has shown, the strategic communication of state agencies’ activities ought to
be considered not as a separate communicative supplement to public administration, but as an
integral systemic function of public administration. The analysis is particularly crucial for the
state and public administration in the context of digitalization, where communication becomes an
intrinsic element of the administration’s functioning, the provision of public services, the
strengthening of institutional legitimacy, and the state’s capacity to adapt to rapidly changing
public processes. A brief summarization of the main findings of the study on the architecture of
digital strategic communications is visible below at Figure 1.

It has been observed that the efficiency of strategic communication depends not only on
the availability of digital communication methods but also on whether the communication is
structurally institutionalized, legally grounded, and integrated into decision-making processes. In
this regard, the state communication function does not become simpler in the conditions of
digitalization, but rather it becomes more complicated; its visibility increases, and it depends
more on the internal structure of the administration.
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Figure 1: The Architecture of Digital Strategic Communications

The Architecture of Digital Strategic Communications

Strategic communication is an integrated governance function, not a standalone technological add-on.
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The main analytical consequence of the study of the results obtained is that the criteria for
determining the communicative capability of public institutions have changed during the digital
transformation. Where a central, institutionalized, and possibly slow communication process was
tolerable in a pre-digital administrative system, in a digital environment, it can negatively impact
public institutions more immediately. Speed, access, consistency, and responsiveness have all
become crucial criteria determining the legitimacy of state action. At the same time, citizens
judge the quality of government through both its policies and its communication. Thus, failure in
institutional communication (coordination) quickly leads to reputational damage, loss of trust,
and policy failures.

Furthermore, empirical evidence indicates that the institutional aspect of strategic
communication has often been neglected in the technological approach to reform in the
governance sector. If digital services, web portals, and interactive instruments have surely
increased how public entities can work and perform tasks, they do not appear sufficient in the
absence of shared responsibilities and procedural consistency. In the presence of divided and
fragmented competences, there are no clear ways to interact with and coordinate them; on the
other hand, the use of digital technologies may lead to “more communication but no better one”
if those scattered capacities and institutional relations become fragmented. Consequently,
institutional coordination must be seen as an essential prerequisite to efficient communication
rather than an unnecessary managerial add-on.

Another key conclusion to be made out of this legal lesson, is that the evidence emerged

that the State’s obligation to manage strategic communications is dispersed and indirect through
an inter-institutional division of labor within the legal order: while institutions have an obligation
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to respect laws and principles with regard to transparency, to the access of public information, to
public administration, to e-government, to data protection and to information security, those laws
and principles don’t always correspond to a comprehensive and consistent legal grounding to
strategic communications by State institutions. What is contained is an apparent dissonance
between the widely realized state communication duties and the obscure and not clearly
formalized frame of those duties. When the laws call for transparency and participation,
communications procedures related to inter-agency cooperation, responsibilities, communication
standards and means to address information-related technical and digital risks are still to be
addressed. Hence, the legal lesson confirms that law reform should be about institutional
coherence of laws, not of copying laws.

The question of the connection between digitalization and the law has special significance
as it illustrates the inherent contradiction of public administration today. Modern digitalization
causes immediate transformation in public administration, while the law follows slowly, often
with an evolutionary approach. As a result, public bodies executing communication tasks do so
within an institutional and technological environment that is much more dynamic than the
regulatory framework that governs their operations. This leads to “ambiguities regarding the
definition of boundaries, communication norms, and accountability, and the limits of permitted
interaction.” The authors believe that the success of a strategic communication is heavily reliant
on “the legal mechanism’s ability to eliminate this discrepancy between the dynamism of
administrative activity and the stability of norms.

The debate over results thus shows the dichotomous function of digitalization for
strategic communications. It is an opportunity to reinforce state powers of rapid communication,
extended reach, audience response collection, information tailoring, and integrated
communication with service provision; simultaneously, it opens up a variety of new
vulnerabilities for institutions: the volume of information, channel incongruence, reputation
fluidity, dependency on technology, and fast transmission of irrelevant, misleading, or false data.
In this sense, digitalization cannot necessarily be considered an improvement; rather, its positive
effect on strategic communications depends on the public administration structures to which it
must be connected. Indeed, the positive effects of digital instruments occur where there are
clearly established legal rules, good administrative practice, coordination, and responsibility.

A further consequence is that strategic communications in digital public administration
are to be assessed from a public trust perspective, rather than merely as a dimension of
information provision. Citizens establish trust when they assess the way government actors
provide communication as clear, punctual, coherent, and normatively justifiable. In case of
conflicting, deficient, and/or weak communication, digital governance may be viewed by citizens
as inefficient or unreliable by contradiction, despite the technically sound and ample digital
facilities. Consequently, communication quality is directly related to institutional credibility,
confirming the statement of strategic communications as the response the action brings and as
the bridge to which extent society responds more or less positively.

The reform framework thus outlined can be a suitable theoretical scheme for

comprehending the issues elaborated earlier by means of institutional coherence, legal symmetry
and digital preparedness with accountability. In what is useful about the proposed framework for
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reform, I find that it anticipates that reform in just one area would not suffice; Institutional
reform without law with clarity, cannot be termed active as practical activism without an
established norm; law reform without complementing institution, cannot be called as meaningful
participation without functional capacity as digital modifications without them can only be so-
only, where it ensures transparency and speed but also further elaboration, and exploitability. It
is essentially multi-dimensional as multi-dimensional is modern strategic public relations.

Despite the advantages above, it shall also be kept in mind that the proposed research has
a few disadvantages that have to be taken into consideration when analyzing the findings: they
are a theory-oriented conceptual study that is based on the systemization and interpretation of
institutional and legal figures, rather than empirical research. Therefore, the proposed model
constitutes a hypothesis that will have to be supported or rejected through empirical observation
of the specific administrative environment to which it will be applied. Moreover, the
manifestations of institutional fragmentation phenomena or legal incoherence will be unequal in
different countries, as they will be partly dependent on their public governance systems,
digitalization of the public institutions and socio-political administrative environment.
Nonetheless, these factors will not affect the main conclusion of the research.

From the perspective of public sector innovation, the results of the study demonstrate that
the effectiveness of the digital transformation of public administration largely depends on the
institutional and legal capacity of government bodies to ensure strategic communications. The
proposed model, which combines interdepartmental coordination, consistency of legal regulation
and digital capacity with accountability mechanisms, allows us to consider strategic
communications as one of the key elements of innovative modernization of the public sector.
Thus, the study contributes to the understanding of how institutional architecture and regulatory
environment affect the effectiveness of digital governance and the quality of public
administration.

Finally, in conclusion, the work confirms the main postulation of the article on that, in a
digitalized era strategic communication would be only functional if it would work under a clear
institutional and legal framework. Though the digital tools can provide a speed and a certain
degree of novelty to the course of the public communication, they cannot replace the division of
knowledge, the coordination facilities, the clarity of the legal powers and the increase of the
responsibility; thus the modernization of the strategic communications has to be designed in a
more general sense as part of the, broader, modernization of the entire public administration.
From the theoretical and practical points of view, a point of interest in the work is due to the
effort to make an approach to the strategic communications no longer as a simple communicative
event, but as one of the main ‘engines’ through which the digital state guarantees trust, cohesion,
and the capacity to govern.

Conclusion
The creation of strategic communication by public authorities in the digital age is a

structurally meaningful dimension of modern public administration. Strategic communication no
longer means only information diffusion; it means ensuring the visibility, legitimacy, and
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integrity of the administration, and the continuity of the relationship between the state and
citizens. Their effectiveness depends on the presence of digital communication channels as well
as on the organization and legality of the functioning of public institutions.

As the results verify, both institutional and legal support build interdependent, mutually
reinforcing building blocks of sound strategic communication. Fragmentation of institutions,
divided competences, and a lack of mechanisms for cooperation and coordination weaken the
strategic cohesion of public communication, while diffuse, poorly harmonized norms of law
undermine the effective implementation of communication functions. Digitalization exacerbates
these issues by accelerating, making more evident, and making more public and sensitive
communication, thereby enhancing the obviousness of administrative irrationalities and thus
increasing their impact.

We know that the digital transformation creates new challenges but also new
opportunities for the state. These are, in fact, the expansion of communication networks, the
enhancement of feedback, the increased speed of communication, and the convergence of
communication and service provision. And on the other side, new vulnerabilities:
misinformation, image instability, lack of procedural integrity, and dependency on technology.
Hence, digitalization is not a standalone solution to the communication problems. The positive
effects of digitalization are sustained only with adequate institutions, transparent responsibilities,
legal certainty, and mechanisms of accountability.

The developed conceptual model, built upon the institution’s cooperation, legal
alignment, and digital capability, together with accountability, justifies the directions for the
practical application to enhance the formation of strategic communication in state bodies.
Practical utility: application in public communication policy modernization, administrative
procedure enhancement, and communication stability strengthening within the concept of digital
public administration reform.

Simultaneously, it is essential to remember that research is theoretical and analytical;
therefore, the presented findings need to be more practically specified for specific administrative
environments. In the future, studies will have to focus on comparing models of specific
countries, determining the effectiveness of institutions, calculating the level of trust that citizens
have in digital public communications, and analyzing communications strategies in crises and
highly dangerous information environments. Accordingly, the communications strategy is to
become a priority for strengthening the digital state’s adaptive capacity and democratic stability.

Based on the analysis, the following hypotheses can be formulated for further empirical
testing:

1. A higher level of institutional coordination (presence of interagency communication
councils, shared response protocols) is positively correlated with the consistency of government
messaging and citizens’ trust in official information.

2. A harmonized regulatory framework that simultaneously governs access to
information, digital interaction, and data protection reduces the frequency of communication
failures in crisis situations compared to states where these norms remain fragmented.
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3. The introduction of dedicated digital platforms for strategic communications (similar
to Gov.sg) in transition economies increases the speed of response to disinformation by at least
25%, provided that trained personnel and clear procedures are in place.

These hypotheses outline a program of quantitative and comparative research that will enable a
shift from conceptual models to evidence-based policy in the field of public communications.

The practical significance of the proposed approach is to enhance the transparency,
accountability and adaptability of public administration in the context of digital transformation.
Effective strategic communications contribute to strengthening public trust in state institutions,
increasing the legitimacy of management decisions and improving the coherence of state policy
implementation. In this context, institutionally and normatively supported strategic
communications act as an important mechanism for the formation of public value and democratic
stability of the state.
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