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ABSTRACT 
 

Due to the increasing demand for digital infrastructure in public administration, the 
digital state has become a crucial element of governance during systemic instability. In times of 
cyber threats, fragmentation of coordination, external technological dependence, and lack of 
public confidence, digital sovereignty and information security are constitutive preconditions of 
institutional continuity, and developing them is a key to enabling the resilience of the state. This 
paper aims to identify the major institutional challenges and innovative solutions, i.e., the key 
populating objects of the digital state. By examining the major figures of the digital state through 
qualitative comparative-analytical research rooted in conceptual analysis, problem-oriented 
synthesis, and structured comparison of crisis-driven institutional response, the article finds that 
the interaction between strategic sovereignty, institutional capacity, and operational security 
affects success in digital transformation. External platform dependence, a lack of 
interoperability, fragmented governance, and institutional capacity gaps impose substantial 
limitations on digital administration. This study also shows that resilience is not enough if not 
transformed into institutional restructuring through secure infrastructure, flexible coordination, 
and accountability-driven reform, thus promoting the continuity, sovereignty, and confidence of 
the public sector.  
 

Keywords: digital state, systemic instability, digital sovereignty, information security,      
public innovation, state capacity. 

 
 
Introduction 
 

The modern state is increasingly understood not only in terms of its territorial, legal and 
institutional dimensions, but also in terms of its capacity to function through digital 
infrastructures, data systems and governance networks. This capacity is becoming strategically 
important in the context of systemic instability. Public administration has entered an era in which 
multiple crises coexist – a context of geostrategic confrontation, cyber risks, infrastructure 
fragility, information disorder, economic shocks and a decline in public trust. This is not the area 
where digitalization can be explained as a process of modernizing administrative procedures or 
access points. Digitalization is an important component of the viability, continuity and strategic 
independence of the state. 

 
This reframing profoundly changes the concept of the nature of the digital state itself. 

Digitalization that was once understood as a resource for better bureaucracy, for faster 
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bureaucracy, for broader public services, is now evaluated by the digital state itself in terms of its 
ability to maintain manageability, protect information assets, ensure the continuity of public 
service, and preserve decision-making sovereignty within the framework of technological 
interdependence. Thus, digital sovereignty and the security of information resources move 
beyond the realm of administrative reform to become key parameters of the debate on state 
capacity in the new era: not so much a technical issue as a political and institutional condition for 
maintaining state power in a prolonged state of uncertainty. 

 
Structural vulnerabilities, which are sometimes hidden, come to the fore in times of 

systemic crisis. Fragmented governance mechanisms, dependence on external digital service 
providers, uneven agency capabilities, low interoperability, rigid procurement rules, weak 
cybersecurity: each of these can quickly and dramatically manifest as a weakness. The 
dependence on digital services for the functioning of the state is an indicator of the cost of 
incoherence. In this case, gaps in data provision, security, and digital identification systems cease 
to be “internal” characteristics of the state and become indicators of public trust, access to 
services, emergency response, and political legitimacy. The digital state is no longer just an 
application, but a space in which institutional structure, security apparatus, and societal values 
are inextricably linked. 

 
At the same time, crises are platforms for innovation. They illustrate the limitations of 

existing administrative practices and require the state to introduce innovations into its 
governance, flexible coordination tools, secure and fast digital integration, and a more effective 
balance between openness, efficiency and control. Not all innovations created in crisis conditions 
transform the system: in most cases, they are reactive digital actions to solve immediate 
operational bottlenecks, without eliminating the institutional dependencies of states. It is on this 
difference between resilience to shocks and institutional transformation in stress that the future 
development of innovation in the public sector should be based. Resilience helps the state 
withstand shock; transformation means rethinking the institutional logic of the state in response 
to shock (Cinar et.al, 2024). 

 
Transformation is the process by which a crisis not only tests the state’s ability to absorb 

shock (resilience) but compels a fundamental rethinking of the institutional logic of the state. It 
goes beyond reactive, short-term digital fixes that resolve immediate operational bottlenecks; it 
means altering the deep-seated rules, norms, power structures, and cognitive frames that govern 
how the state operates, makes decisions, and relates to citizens. In this sense, transformation is 
not about returning to a previous equilibrium but about establishing a new institutional order – 
one that is qualitatively different in its openness, efficiency, control mechanisms, and capacity 
for strategic autonomy. While resilience secures continuity in the face of disruption, 
transformation redefines what continuity means by embedding the lessons of crisis into the very 
architecture of governance. 

 
In this sense, digital sovereignty is the ability of a state to exercise real autonomy over the 

digital infrastructure, norms, spaces and critical technologies on which public governance relies. 
It has a clear link to information security: the ability to guarantee that data and systems are not 
subject to any external interference and that their availability, continuity, authenticity and 
integrity are ensured in the public sphere of communication and administrative functions. When 
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neither sovereignty nor information security is sustainable, digital development leads to external 
dependence and internal vulnerability. When both aspects are institutionalized, the former serves 
as a support for autonomous state capacity. 

 
The growing relevance of these issues suggests that the digital state needs to be 

approached as an institutional process, not just a technological one. The main challenge is not to 
increase digital services, but to build a state structure that can safely, coherently, and legally cope 
with the relentless workload. Issues of administrative coordination, legal response, technological 
infrastructure, resilience in times of crisis, and the societal purpose of technological innovation 
need to be explored. Exploring the digital state in times of institutional disarray is part of the 
broader question of how the public sector adapts to transformation. 

 
In this context, public sector innovation should not be interpreted solely as the 

introduction of new digital technologies or electronic public services. Public sector innovation is 
conceptualized in this study as a transformative institutional process through which public 
authorities design, implement, and continuously adapt secure digital governance mechanisms, 
interoperable infrastructures, and resilience-oriented administrative practices in order to 
strengthen digital sovereignty, information security, institutional continuity, and public trust 
under conditions of systemic instability. Unlike purely technological modernization, public 
sector innovation is understood as the institutional integration of adaptive governance, strategic 
autonomy, accountability, and crisis-responsive coordination into the operational architecture of 
the digital state. 
 

This article aims to describe the institutional challenges that affect the implementation of 
the digital state in contexts of systemic instability, including war, as well as new solutions that 
facilitate the transition from resilience to transformation by strengthening digital sovereignty and 
information security. In its view, a reliable digital state is not the result of a massive growth of 
digital applications or the accumulation of technologies, but rather the institutional embedding of 
secure infrastructures, policy coordination, technological sovereignty capabilities, and adaptive 
public sector innovation. The following sections will therefore define the concept of the digital 
state, identify the most important institutional risks exacerbated by systemic instability, and 
identify the types of innovations that can enhance strategic autonomy, administrative resilience, 
and sustainable public value. 

 
The article contributes to the field of public sector innovation by developing an 

institutional framework for understanding the digital state under conditions of systemic 
instability. In contrast to approaches focused primarily on technological modernization, the study 
demonstrates that successful digital transformation depends on the interaction between strategic 
sovereignty, institutional capacity, operational security, and legitimacy-based governance. The 
paper also distinguishes between reactive digital resilience and long-term institutional 
transformation, identifies the structural limitations created by fragmented governance and 
external technological dependence, and proposes integrated innovation-oriented solutions based 
on secure infrastructure, interoperable governance systems, adaptive coordination, and 
accountability-driven reform. 
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To strengthen the analytical validity, comparative examples of contemporary digital 
governance models in Estonia, Ukraine, Singapore and China (Spytska, 2024) are used. The 
selected cases represent different models of digital state development in conditions of systemic 
instability, including cyber threats, digital governance in conditions of war, centralized platform 
coordination and sovereign-oriented digital policy. The comparative approach allows us to 
determine how institutional capacity, strategic autonomy and operational security interact in 
different governance systems and how these relationships affect the sustainability of innovations 
in the public sector. 

 
 
Literature Review 
 

The concept of the digital state has advanced immeasurably beyond simply offering e-
government services to the point of becoming a profound rethinking of administrative 
transformation, regulatory capacity, and the relationship between the state and society (Schou 
and Hjelholt, 2019; Serttaş, 2026). In times of systemic crises, polycrises, pandemics, war, 
economic shocks, and democratic backsliding, the understanding and conceptualization of the 
digital state have become more relevant both theoretically and practically (Tomičić and 
Gjorgjioska, 2024). As governance rapidly shifts into the digital age to confront these 
overlapping crises, the literature indeed depicts a paradigm shift in the ways in which state 
capacity and institutional resilience are built, manoeuvred, and, even more, compromised. 
Moving away from the notion of technological concession and enlightened simplification, the 
digital state is seen as a battlefield where structural inequalities, real-world constraints, and 
authoritarian coercion confront innovative approaches to socio-economic development in times 
of crisis. 

 
Systemic instability driven by digital technologies requires states to radically rethink their 

borders and territorial capabilities. Digital spaces can now be used as tools of geopolitical 
struggle and national security, transforming Westphalian sovereignty into digital state spaces and 
separate cyberterritories (Jusufi, 2023; Morris, 2023). The consequences of such digitalization 
have been widely discussed in the European context by various authors (Caravella et al., 2023; 
Buyukyazici, 2024). Such territorialization is quite evident in how states are drawing digital 
infrastructure into their borders to become technological hubs, exchanging renewable energy and 
natural resources for data to secure their future well-being (Maguire and Winthereik, 2021). At 
the same time, digital states are overdetermined by existential crises and infrastructural shocks, 
the most dramatic of which is the prospect of nation-states disappearing in the face of climate 
threats through rising sea levels and their own subsequent demise, and are looking to 
international investment law and digital statehood for mechanisms to preserve legal sovereignty 
in the absence of physical borders. 

 
Second, the literature strongly challenges the facade of the digital state as a light, elusive 

cloud. The potential of the state is deeply dependent on material resources, leading to a “digital 
capability conflict” where large-scale digital visions of comprehensive digital governance clash 
with limited energy and regional data center choices (Bridges, 2024). While this “data friction” 
can lead to environmental degradation and territorial sacrifice, digital public infrastructure can 
also serve as a tool to mitigate the environmental crisis. For example, Chinese scholars believe 
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that digital governance significantly increases the efficiency of natural resource use, which is 
largely mediated by the environmental resilience of cities and the number of regional 
technologies (Zhu, Shi and Dong, 2025). 

 
The digital state uses force under the pretext of conflict. When states declared a 

temporary “state of emergency” at the beginning of the COVID-19 pandemic, they accelerated 
the introduction of digital technostructures: medical codes, smart devices, and tracking 
applications that embed surveillance into the everyday logic of governance (Li and He, 2023). 
This technostructure manifests as digital surveillance governance, displacing previous political 
systems of state management through tracking, predictive analysis, biometric data collection, and 
intersectoral information exchange (Serttaş, 2026). The forced periphery of digitalization is not 
limited to formal institutions of state power; amid the retreat of democratic norms in India, 
middle-class neighbourhood groups used popular platforms such as WhatsApp to control 
narratives of pandemic morality, representing a form of “grassroots authoritarianism” in rural 
India (Kamra, Williams and Johar, 2023).  

 
In more prominent autocratic regimes, internet shutdowns and other forms of digital state 

repression are routinely used as a tool to suppress protests and manage instability. Even more 
strikingly, in Africa, research shows that citizens often do not blame the government for network 
disruptions, thereby reducing the political costs of digital repression, and paving the way for 
autocrats to begin using connectivity as a weapon (Strauch, 2024). States in Africa also use 
internet bandwidth filtering and online content control to manage both economic development 
and domestic stability. 

 
As crises expose the failure of hierarchical state capacity, the literature reports a 

paradigmatic shift towards polycentric digital governance, as power diversifies across multiple 
intergovernmental, private, and civic actors in an “ordered chaos” (Zheng et al., 2025). While 
polycentricity increases adaptability and innovation to counter hybrid threats, it also causes 
intense norm clashes and serious challenges to institutional Trust (Zheng et al., 2025). Trust, as it 
turns out, is a very dynamic and context-dependent good. In unstable post-conflict environments 
such as Somalia, citizens’ perceptions of the effectiveness of e-services and government 
transparency go a long way in reducing their perceptions of corruption and establishing 
perceived institutional legitimacy (Alasso, 2026). In contrast, digital policy failures lead to 
“digital governance vacuums”, institutional frictions that encourage entrepreneurial firms to 
leave their countries in search of predictability through internationalization (Alexander, 2025). 

 
Perceptions of the legitimacy of the digital world remain sharply divided along societal 

divides. In China, the elite-mass perception gap suggests that while there is consensus among the 
public and political elites about digitalization, political elites, who are directly pressured by 
intense vertical implementation pressures, report significantly greater satisfaction with digital 
governance (Zhang, Wang and Meng, 2026). Furthermore, scholars argue that the hyper-
obsession with hypothetical existential threats such as AI, generated by the profound significance 
and near-inevitability of such technologies, distracts states from addressing pressing, tangible 
governance vulnerabilities such as disinformation, spam, and cybersecurity (Mueller, 2025). 
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The anatomization of public services leads to profound changes in state-society relations 
that deepen inequality and spatial displacement. Building on the denial of care for migrant 
women, Denmark’s digital government, an administrative prescription for citizens to become 
“digital beings”, forces vulnerable populations to physical citizen service centers, where they 
face disciplinary sanctions, even as capable citizens are redirected to more convenient online 
portals (Schou and Hjelholt, 2019). Such concerns, expressed about undemocratic digital 
exclusion, privacy, and mental health, point to the “dark side” of e-participation (Iuliano, 
Cuadrado-Ballesteros and Bisogno, 2025). Additional examples include the coercion of migrants 
that dehumanizes the digitalization of everyday social welfare experiences, where service 
algorithms impose rigid, alienating institutional logics over human subjectivity (Buchert, Wrede 
and Kouvonen 2024); or digitalization within the framework of polycrises and consulting mental 
health networks, where epistemic effects materialize from algorithmic bias and trajectories of 
geographic devolution (Tomičić & Gjorgjioska, 2024). To reverse this algorithmic determinism, 
researchers advocate for a “humanization of digital governance”, which emphasizes citizens’ 
social actions to reuse, resist, and recycle sociotechnical holders of power and devices, rather 
than bystanders as data subjects (Vigoda-Gadot and Mizrahi, 2024). For landscape management      
damage caused by artificial intelligence, researchers call for nodal, community-based projects 
that create material resistance to structural violence, especially for marginalized societies of the 
Global South. 

 
The digital state rarely starts smoothly, and it will always present challenges. In domestic 

China, the implementation of national digital strategies faces profound social, institutional, and 
technological obstacles that create a “framework of locality” in which the flow of resources is 
entirely dependent on existing guanxi networks and state-owned enterprises to create a 
sustainable digital market (Liu, 2026). 

 
These bureaucratic obstacles do not alter the fact that digital governance provides a 

powerful lever for economic and institutional reforms in the face of systemic disruption. 
Clustered at the organization level, the harmonization of the Industry 4.0 maturity index and 
performance measurement systems rely heavily on stronger digital governance criteria to address 
cross-administrative conflicts (Saunila et al., 2024). The implementation of improved digital 
governance significantly mitigates corporate greenwashing by mitigating information asymmetry 
and improving dynamic environmental scanning capabilities (Yang, Nizamdinova and 
Omarbakiyev, 2026). Innovative digital governance reforms also help to close the unjustified gap 
in executive pay by reducing agency costs (i.e., losses caused by conflicts of interest between 
owners and managers).  

 
The Pakistan Economic Corridor illustrates how digital governance and technology 

diffusion, as a targeted approach, can play an important role in addressing extreme working 
poverty (where workers remain below the poverty line despite being employed), where achieving 
some of the critical Sustainable Development Goals can offset institutional weaknesses. The 
paradox is that digital tools or the expansion of e-government and Internet use may reduce 
regime stability in the short term by facilitating organized dissent. This      means the relationship 
between digital technology diffusion and regime stability may actually be twofold: while short-
term increases in e-government and Internet use may initially cause government instability, they 
are likely to contribute to regime stability in the long term by improving administrative capacity, 
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regime legitimacy, and responsiveness. government (Elbahnasawy, Osmani and Shaughnessy, 
2026). 

 
In summary, the academic literature demonstrates a consensus that the digital state is in 

fact a constitutionally conflicted, systemically unstable, essentially schizophrenic entity. Rather 
than a smoothly functioning, apolitical, technocratic magic bullet, the digital state is a realm of 
politics, physicality, and deep conflict. While the digital state has significant potential for change 
through its promise of sustainable governance, equitable resource allocation, and 
transnationalization of economic justice in a world of polycentricity, it faces serious limitations 
due to the immobility of physical networks, implementation frictions within bureaucracies, 
increasing inequalities in existing socio-economic structures, and the risk of techno-biopolitical 
authoritarianism. As states move towards increasingly data-driven governance in the face of 
growing crises, the potential success of the digital state depends largely on inspiring the public 
imagination, cleansing it of the potential for digital authoritarianism, and accepting it as a 
“human-friendly” way of functioning in a world full of instability. 

 
The review allows us to structure the accumulated knowledge according to the three 

analytical dimensions that underpin this study. The first dimension – strategic sovereignty – 
encompasses works that demonstrate how dependence on foreign platforms, cloud services and 
standards makes the digital state vulnerable to external pressure (Jusufi, 2023; Maguire & 
Winthereik, 2021; Bridges, 2024). The second dimension – institutional capacity – brings 
together studies on the fragmentation of coordination, regulatory rigidity and lack of skilled 
personnel that hinder the implementation of digital strategies (Liu, 2026; Saunila et al., 2024; 
Alexander, 2025). The third dimension – operational security – is represented by works where 
cyber threats, service disruptions and lack of continuity planning are considered cross-cutting 
risks to the legitimacy of digital governance (Strauch, 2024; Mueller, 2025; Tomičić & 
Gjorgjioska, 2024). At the same time, the literature lacks a comprehensive analysis of how these 
three dimensions interact in situations of systemic instability, shaping or blocking the transition 
from reactive resilience to institutional transformation. This is the gap that our article aims to fill. 

 
Goals. This paper explores how systemic crises reshape the institutional framework of the 

digital state and what new public sector responses support the transition from immediate 
resistance to sustained transformation. Digital sovereignty, security, and administrative capacity 
are considered central to sustainable digital public governance, and particular importance is 
given to crises as revealing systemic vulnerabilities, governance gaps, and security deficits that 
hinder the digital transformation of the public sector. 

 
To achieve this goal, the article aims to address several interrelated tasks. First, it 

elucidates the institutional nature of the digital state in a state of constant uncertainty and multi-
level crisis. Second, it seeks to identify the main obstacles to building the digital capacity of the 
public sector, ranging from institutional fragmentation of governance and dependence on 
infrastructure to the lack of interoperability and fragility of information systems. It carefully 
examines various innovative solutions aimed at enhancing the strategic autonomy, security, and 
adaptive management of public administration, thereby helping the digital state move beyond a 
model focused on post-facto stabilization to one characterized by sequential and transformative 
institution building. 
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Methodology 
 

This study is conducted within the framework of a theoretical and comparative-analytical 
design with the goal of analyzing the digital state in conditions of systemic instability. The 
methodological logic of the article is that it integrates conceptual analysis, problem-oriented 
synthesis, and structured comparison of institutional responses to the crisis caused by digital 
technologies. This method allows us to analyze the digital state not only as a set of individual 
digital technologies, but also as an administrative whole in which sovereignty, security, 
cooperation, and innovation are interdependent. Therefore, the main focus is on institutional 
structures, strategic interdependencies, and administrative capabilities. 

 
The concepts in the theoretical area are based on the newer concepts of digital 

governance (digital state), crisis-oriented public administration, digital sovereignty, and 
information security. In the concept of the digital state, “digital states” are: “multidimensional 
institutional arrangements that include data management, digital infrastructure, interoperability, 
identification systems, security systems and decision-making in both domestic and international 
contexts”. Systemic instability is “a normal state of convergence of dislocations, not an 
emergency that needs to be overcome” and, as a result, a paradigmatic shift in the logic of 
governance analysis towards “an analysis of governance focused on resilience and adaptability”; 
thus, it allows evaluating public sector innovations based on the levels of technology adoption, 
institutional transformation, strategic autonomy and sustainable governance. 

 
The three dimensions of the digital state are considered as interconnected analytical levels 

that reflect different aspects of the functioning of digital governance. The first level covers issues 
of “strategic sovereignty”, namely ownership and control of critical infrastructure, data issues, 
standards and international dependence on technology; the second covers issues of “institutional 
capacity”, namely intergovernmental coordination, legal adaptation, procurement scenarios, 
administrative capacity and the functioning of state systems; the third level focuses on 
“operational security and resilience”, cybersecurity, operational resilience, secure 
communication and information security. These three dimensions can be used to examine the 
fragility and transformative nature of the digital state. 

 
The empirical logic of the article is based on the comparative interpretation of illustrative 

cases, rather than statistical generalization. Policy documents, strategic plans, analytical studies, 
crisis responses, and academic research on digital governance and public sector transformation 
are used. Using a comparative method, the analysis identifies everyday recurring institutional 
problems and seeks to distinguish short-term adaptive responses from more structural 
innovations that are able to avoid reproducing existing mechanisms of power. This comparative 
approach identifies how different governance contexts encounter the same forces of power, and 
which institutional structure offer      more opportunities for translating digital resilience into 
long-term reform. 

 
The empirical component of the study is based on a structured comparative analysis of 

four digital governance models: Estonia, Ukraine, Singapore and China. The selection of cases 
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was carried out following a purposeful comparative logic. Estonia represents a mature model of a 
digital state, focused on interoperability and decentralized digital infrastructure. Ukraine 
demonstrates a crisis-oriented digital transformation in conditions of military instability. 
Singapore reflects a model of highly coordinated centralized digital governance. China 
represents a sovereign-oriented model of digital governance with a high level of state control 
over digital infrastructure. 

 
The criteria for purposeful selection were: 
 the presence of a pronounced model of digital governance, representing different 

institutional trajectories (decentralized interoperable architecture, crisis-adaptive mobilization, 
centralized coordination and sovereign-oriented ecosystem); 

 experience of functioning in conditions of systemic instability (cyber threats, military 
conflict, geopolitical tension); 

 availability of official strategic documents, international indices and analytical reports 
that allow for comparative analysis. 

 
Estonia, Ukraine, Singapore and China were chosen precisely because each of them 

embodies one of these types and at the same time allows us to trace how different configurations 
of sovereignty, coordination and security respond to the pressure of systemic instability. The 
source base for the analysis of each country was: national digital transformation strategies, 
cybersecurity roadmaps, government reports on the state of digital infrastructure, international 
rankings (UN E-Government Development Index, ITU Global Cybersecurity Index, Digital 
Economy and Society Index in the relevant regional versions), analytical reports from the 
OECD, the World Bank, and specialized research centers, as well as peer-reviewed scientific 
publications from 2019–2026 on digital governance in these countries. 

 
The analysis of the cases was carried out according to three analytical dimensions 

developed within the conceptual framework of the study: strategic sovereignty, institutional 
capacity and operational security. The comparison was based on official state digitalization 
strategies, international digital governance indicators, cybersecurity assessments, analytical 
reports of international organizations, and modern academic literature from 2019–2026. 

 
The purpose of the comparative analysis is not statistical generalization, but rather the 

identification of institutional patterns that determine the transformation of the digital state in 
conditions of systemic instability. 

 
The article uses a three-step methodology. First, it clusters a categorical matrix of the 

digital state in the context of systemic instability. Second, it diagnoses institutional issues and 
frameworks that threaten digital sovereignty and information security. It categorizes new 
approaches from a strategic, organizational, and operational perspective. In doing so, it 
conceptualizes a framework for how public sector innovation can contribute to increased secure 
autonomy and crisis preparedness, as well as a path from defensive resilience to long-term 
institutional change. 
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Results 
 

A comparative analysis of cases demonstrates that different models of the digital state 
form different mechanisms for responding to systemic instability (Table 1). Estonia provides a 
high level of digital integration thanks to the interoperable architecture of state registries and the 
decentralization-by-design principle, which minimizes the risks of centralized failures. 
 
Table 1: Comparative characteristics of selected digital state models 
 
Country Key characteristic 

of digital 
governance 

Main institutional 
risk 

Transformational 
response 

Estonia Interoperable digital 
infrastructure and the 
X-Road system 

Cyber threats and 
dependence on digital 
security 

Decentralized 
registries and 
security-by-design 

Ukraine Digital governance in 
times of war and 
crisis mobilization 

Risks to the 
continuity of the 
state's functioning 

"Diya" platform, 
cloud resilience, data 
redundancy 

Singapore Centralized digital 
administration 

Excessive 
centralization of 
management 

Integrated 
interdepartmental 
digital management 

China Sovereignty-oriented 
digital ecosystem 

The risks of 
excessive digital 
control 

National digital 
infrastructure and 
platform control 

Source: Developed by the author based on comparative policy analysis 
Note:  The characteristics and transformational measures are formulated on the basis of: for Estonia – Estonia’s 
Digital Agenda 2030, official X-Road documentation, e-Estonia Briefing Centre reports; for Ukraine – digital 
transformation strategy, government reports on the functioning of the “Diya” platform, analytics of the Ministry of 
Digital Transformation of Ukraine and specialized research (Spytska, 2024); for Singapore – Smart Nation Strategic 
National Projects, materials of GovTech Singapore, reports of the Cyber Security Agency of Singapore; for China – 
Digital China strategy, regulations on cybersecurity and data protection, as well as peer-reviewed publications 
analyzing the Chinese model of digital sovereignty. 

 
Ukraine, on the contrary, demonstrates a crisis-adaptive model of digital governance, in 

which digital infrastructure has become part of ensuring the continuity of state administration in 
wartime. Singapore is characterized by a high level of interdepartmental coordination and 
centralized management of digital services, which ensures the speed of administrative response. 
The Chinese model emphasizes digital sovereignty and control of critical infrastructure, but at 
the same time creates risks of excessive concentration of digital power and restrictions on 
transparency. 

 
It is significant that the “Diya” platform was not a situational digital “band-aid”: its 

development was accompanied by the legislative consolidation of the legal force of electronic 
documents, the integration of registers and the digitalization of the most popular public services. 
Thus, a tool born partly in the logic of operational resilience (rapid provision of services during 
wartime) has turned into an institutional mechanism that changes the very architecture of “state-
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citizen” relations and reduces dependence on physical administrative structures. This is an 
example of transformation, not just resilience. 

 
When these models are viewed through the prism of three dimensions – strategic 

sovereignty, institutional capacity and operational security – they reveal distinct vulnerability 
profiles and transformative potential. Estonia, despite its high level of cyber threats, offsets 
operational security risks with a decentralized registry architecture that strengthens institutional 
capacity while maintaining strategic control over critical digital infrastructure. Ukraine, in a war 
situation, has demonstrated how crisis mobilization can turn into institutional transformation: the 
migration of government data to the cloud and a backup system not only ensured operational 
security and continuity, but also established new standards of resilience that go beyond 
temporary solutions. The Singapore model is strong in institutional coordination and a high level 
of operational security, but centralization poses a potential risk to the flexibility of strategic 
sovereignty if external dependence on global technology providers is not offset by in-house 
development. The Chinese model, focused on sovereign control, provides strategic autonomy, 
but at the same time creates tensions in the dimension of legitimacy due to limited transparency, 
which can undermine trust in the digital state even with formal technical security. Therefore, 
only those models in which all three dimensions reinforce each other show signs of moving from 
reactive resilience to institutional transformation. 

 
The analysis found that the formation of the digital state in a situation of systemic 

instability is shaped by the interplay of three key dimensions: strategic sovereignty, institutional 
capacity, and operational security. The overall analytical outcome is that these dimensions are 
not operating in parallel but that they constitute a hierarchy of interdependency: strategic 
sovereignty defines the extent of control over critical infrastructures and norms; institutional 
capacity defines whether this control can be translated into coordinated administrative action, 
and operational security defines whether this action can be sustained in circumstances of 
disturbance. Thus, digitalization can be consolidated in the form of a lasting digital statehood 
only if all three dimensions are mutually reinforcing; if one of these is weak, essentially digital 
expansion takes place but on a technical level and is not realized as effective digital statehood. 

 
Another analytical conclusion emerging from the analysis is the uneven impact of 

institutional constraints. Not all constraints hit the digital state with the same toll. External 
technological dependence and fragmentation of coordination stand out as the most systemic 
constraints because they determine the conditions of the performance of other dimensions. 
Dependence on foreign internet service providers, cloud service providers, exclusive standards, 
and outsourced infrastructure tends to turn the state into a helpless hostage of global providers 
and to weaken its strategic room to manoeuvre in crises. Fragmentation of the state across 
bureaucracies results in multiplying these systemic vulnerabilities by crippling the coherence of 
efforts across ministries and agencies. Within the analytical framework, sovereignty problems 
generate structural vulnerability, and fragmentation amplifies administrative inefficiency. 

 
Third, information security was demonstrated to be a crosscutting, instead of a free-

standing, variable. The development of digital credentials, operators everywhere, shared 
registers, and computer-based bureaucracy enhances service efficiency, but also widens the 
attack surface of the state. For this reason, information security cannot be linearly confined to a 
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technical safeguard at the operational level. It is a condition of continuity, legality, and 
credibility of the digital state apparatus. That is, where formal digital reform is being 
implemented, security architecture not only should be conceived to preserve the security ideal at 
the political level, but should also be implemented to guarantee administrative reliability. That is 
not a margin of digital reform, but one of its necessities. 

 
The fourth analytic finding is that those same sorts of capacity constraints operating 

within the CIE framework served as the primary conversion between resilience and 
transformation. In particular, the study singles out four common capacity-constraining factors, 
which are also responsible for the fact that there has been a whole set of tactical crisis-prompted 
digital reforms: a shortage of expertise, the burden of inflexible procurement procedures, the 
need for adaptable legal frameworks, and the insufficient organizational capacity to test new 
experiments. Institutions can react fast to the formal shock, but in the absence of procedural 
flexibility, a qualified workforce, and an adaptable legal framework, those reactions are unlikely 
to produce a repertoire of institutional reform transformations. 

 
Analysis of international practices also shows that the institutional problems of the digital 

state are recurring regardless of the level of technological development of the country. All the 
studied models share common problems: dependence on external digital platforms, complexity 
of interdepartmental coordination, shortage of qualified personnel in the field of cybersecurity 
and difficulties in adapting regulatory and legal procedures to rapid technological changes. The 
differences between the models do not lie in the absence of risks, but in the ability of state 
institutions to integrate security, coordination and digital sovereignty mechanisms into a single 
management system. 
 
Table 2: Main institutional challenges of a digital state in conditions of systemic instability 
 

Dimension The main 
challenge 

Institutional 
manifestation 

Immediate impact 
on management 

Long-term 
consequences 

Strategic 
sovereignty 

External 
technological 
dependence 

Dependence on foreign 
platforms, cloud services, 
proprietary standards, and 
outsourced infrastructure 

Reduced autonomy 
in crisis response 

Weak strategic 
control over digital 
state functions 

Institutional 
capacity 

Fragmented 
coordination 

Separation between 
ministries, agencies, 
regulators and service 
providers 

Slow and 
inconsistent 
decision-making 

Incomplete digital 
integration 

Operational 
safety 

Information 
vulnerability 

Cyber vulnerability, 
service interruption risks, 
insecure data exchange, 
weak continuity planning 

Lower reliability of 
public services 

Erosion of trust in 
digital governance 

Administrativ
e capabilities 

Skills and 
procedures shortage 

Lack of specialists, 
inflexible procurement, 
outdated legal framework, 
low adaptive capacity 

Delay in 
implementing 
reforms 

Reproducing 
reactive, not 
transformative, 
digitalization 

Public 
legitimacy 

Risks of trust and 
inclusion 

Unequal access, opaque 
systems, weak 
accountability, overly 
centralized control 

Lower public 
perception 

Institutional 
instability 

Source: Developed by the author 
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Table 2 outlines a practice-based taxonomy of these impediments. It summarizes the fact 

that each distortion is linked to a particular institutional level, with a corresponding pattern of 
time impacts: strategic sovereignty deficits undermine the long-term domination of the state; 
broken coordination hampers short-term responsiveness and hinders long-term integration; 
operational dysfunctions undermine service quality in the short term and gradually compromise 
effective citizen consent; capacity scarcities slow down reform in the short term and again lead 
to reactive governance; legitimacy deficits destabilize even in platforms which have seen 
technical modernization. It thus makes explicit that the problems of the digital state are not 
monolithic but incremental (p. 165): Rather than singular, they are cumulative, with short-term 
incapacities embedding the longer-term re-entrenchment of structural dependencies, offering an 
explanation for the resilience of piecemeal reforms. 

 
The bottom line of the analytical message of Table 2 is that the challenges are 

cumulative. The digital state which has poorly managed digital infrastructure becomes an easier 
target of coordination failure; a state which is badly fragmented in terms of degree of 
coordination at different levels effectively impose a comprehensive set of security standards; and 
a state which fails to ensure transparency, participation, and accountability will experience a 
crisis of legitimacy, even if its technical system is well-functioning. In short, systemic instability 
of the digital state does not suffer only from a lack of technology. Instead, in a digitally instituted 
authority, systemic instability means incompatibility between sovereignty, coordination, security, 
and legitimacy within a single governance architecture. This is exactly what causes resilience 
without transition in crisis-driven digitalization. 

 
Table 3 promotes the link of these same measures with the other side of the coin, i.e., 

with the kind of responses that are transformable. The most efficient measures are those that 
simultaneously counteract multiple sources of vulnerability: reduce vulnerability, enhance 
coordination, and formalize security. Digital secure identification and interoperable registry are 
initially cost-effective solutions for ensuring coherence and administrative productivity, while 
sovereignty federation is foreseen as a promising long-term solution for strategic control. 
Security- by-design processes and adaptive procurements establish functionalities of adaptable 
security solutions, and help the adoption of interventionist institutional reforms. Inter-agency 
crisis management teams and safeguards of transparency, as final itemized columns, seem to 
perform integrative functions that relate security and sovereignty with public acceptance. As 
Table 3 shows that transformative capacity increases when reforms are implemented across 
overlapping institutional dimensions. 

 
Overall, the conclusion is that the digital state is consolidated only when modernization 

and integration occur together. Without coordination, strategic sovereignty is worthless; without 
security, coordination is unreliable; without legitimacy, security is uncertain. The main empirical 
result is that a logic of transformation has been found in which security is not the final product, 
but the initial step towards a safe, flexible and strategic autonomous digital model. In the face of 
systemic instability, the critical condition is the ability of state institutions to transform the 
reactions of the digital world (born of the crisis) into stable structures.  

 
 



The Innovation Journal: The Public Sector Innovation Journal, 31(2), 2026, article 1. 
https://doi.org/10.5281/zenodo.21936990 

15 
 

 
Table 3: Transformational measures and expected management outcomes 
 

Transformational 
response 

Functional purpose The institutional 
level is affected 

Expected short-
term result 

Expected long-
term result 

Secure digital 
identification 
systems 

Access protection and 
authentication of state 
and user interaction 

Operational and 
institutional 

More reliable 
service delivery 

Stronger continuity 
and trust 

Interoperable public 
registries 

Improving data 
coordination between 
institutions 

Institutional Faster exchange of 
verified information 

Higher consistency 
of management 
processes 

Sovereign or 
federated 
infrastructure 

Reduce critical 
external dependency 

Strategic Greater control over 
critical systems 

Stronger digital 
sovereignty 

Security 
administration at the 
design stage 

Build protection into 
procedures, 
procurement, and 
system architecture 

Operating Less prone to 
incidents 

Institutionalized 
resilience 

Adaptive 
procurement and 
legal flexibility 

Accelerating 
responsible innovation 
in times of crisis 

Institutional Faster solution 
deployment 

Better ability for 
continuous 
transformation 

crisis management 
teams 

Integrate digital, legal, 
administrative and 
security functions 

Strategic and 
institutional 

Improved 
coordination in 
emergency 
situations 

Strong potential of a 
state ready for crisis 
situations 

Protecting 
transparency and 
auditability 

Maintaining legitimacy 
and preventing abuse 
of power 

Institutional and 
social 

Greater 
responsibility for 
digital solutions 

Increased public 
trust in the digital 
state 

Source: Developed by the author 
 
 
Discussion 
 

The digital state should be seen as an institutional framework, not a list of technologies. 
The research findings suggest that systemic instability does not accelerate digitalization, but 
rather changes the dimensions by which digital governance should be measured. Figure 1 
presents the broader implications of the digital state transformation. 
 

In less stable system conditions, the impact of digital reform can be measured by the 
speed of administration, ease of service, and operational efficiency. This standard does not work 
when the system is under test. Instead, what matters is the ability of state institutions to maintain 
their continuity, strategic autonomy, shared development, and public trust in the face of growing 
digital challenges. This is why moving from digital development to digital statehood emerges as 
a must. 
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Figure 1: Digital State: From Reactive Resilience to Institutional Transformation 

Source: Compiled by the author 
 
A central implication of the findings is the assumption that information security and 

digital sovereignty are not simply separate policy domains, but rather interrelated and mutually 
reinforcing conditions of institutional capacity. Such studies suggest that in the digital age, 
sovereignty is unstable without security, because sovereignty as control over equipment, 
information infrastructure, or data ownership does not provide guaranteed stability against 
cyberattacks and system failures. It also implies that security without sovereignty is not possible, 
because, regardless of the technological security of the system, it may still depend on external 
infrastructure, proprietary platforms, and strategic technospace that are not under the direct 
political command of the state (Müller and Richmond, 2023). The following discussion argues 
that the modern digital state can be stable only thanks to a combination of control, protection, 
and coordination within the framework of common systems management. 

 
The analysis can also show us the difference between resilience and transformation. 

Resilience is paramount: public institutions must weather the shock, functions must remain 
operational, and administration must continue to function. Resilience does not address the 
underlying structural causes of the fragile state. If institutions “survive” through emergency 
fixes, special digital solutions, and security measures during a crisis, the short-term operational 
resilience of public institutions entrenches a long-term state of accumulated dependence on 
fragile/gradual digital structures and new modes of operation. The basis for transformation 
begins when the response to a crisis catalyzes more reliable governance mechanisms, improved 
digital infrastructure, higher interoperability, and increased flexibility for decision-makers. 

 
Second, one of the key conclusions that can be drawn from the analysis also demonstrates 

that the fragmentation of the public sphere continues to be a key obstacle to the development of 
the digital state. Indeed, the innovative applications that state organizations have encountered are 
not necessarily related to a technological absence, but to a lack of coherence between 
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technology, law, competencies, and responsibility. In essence, the management of innovation in 
digital state policy appears to be institutional rather than technical. For this reason, the results 
support a broader conceptualization of state innovation: innovation should not be reduced only to 
the deployment of new digital applications or services, but should be described as a change in 
traditional institutional dynamics, decision-making procedures, and governance capabilities in a 
context of systemic instability. 

 
In this sense, it is clear that legitimate governance has to precede sustainable digital 

transformation. While the crisis may strengthen the security and centrality of the digital state, the 
strengthening of state power may become an intractable state challenge in the long term if it is 
combined with opacity, selection, excessive regulation, or lack of accountability, which makes 
the legitimacy of excessive emergency state actions, driven by the crisis, even more important. A 
sustainable model of digital transformation can not only use sovereignty and security in an 
offensive sense, but must also generate them together with transparency, accountability, 
accessibility, and public rights under protection and guarantee. The long-term stability of the 
digital state cannot be supported by infrastructural security alone; spreading confidence in the 
equality of digital governance can also be a challenge. 

 
From the perspective of public value, the proposed innovation-oriented approach serves 

the public good by improving the resilience, continuity, and legitimacy of public administration 
during conditions of crisis and systemic instability. Through the strengthening of digital 
sovereignty, secure digital infrastructure, interoperable governance systems, and information 
security mechanisms, these institutional innovations support reliable public service delivery, 
protection of citizens’ data and rights, institutional stability, transparency, and public trust in 
digital governance. More broadly, such reforms contribute to sustainable democratic governance 
by enabling the state to preserve operational capacity, strategic autonomy, and accountability 
under conditions of technological, political, and security-related uncertainty. 

 
The findings also have practical implications for public sector modernization today. They 

seem to indicate that, in the case of governments ready to advance the digital state, integrated 
reforms are a must. Reform trends focused only on security, only on platforms, or only on the 
modernization of digital services will not lead to sustainable modernization unless they are based 
on a process of change that affects all (or most) of public administration: coordination, 
procurement procedures, legal framework, workforce capabilities, and crisis management. This 
can justify an institutional framework in which adaptability, security, and autonomy develop in 
parallel and in relation to the need to address a situation of prolonged uncertainty, using models 
that are different from traditional linear models of administrative modernization. 

 
The results of the study indicate that the modernization of the public sector in the context 

of systemic instability requires a transition from fragmented digitalization to integrated 
institutional reform. For state policy, this means the need for the simultaneous development of a 
secure digital infrastructure, interagency coordination, adaptive public procurement mechanisms 
and cyber defence systems. 
 

The practical significance of the study also lies in the fact that digital sovereignty should 
not be considered as an isolated technological category, but as a component of the state's 
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strategic capability. In this context, public sector innovations should include the creation of 
interoperable state registers, crisis-resistant digital platforms, transparent mechanisms for 
auditing digital solutions and systems for the continuity of public administration in emergency 
situations. 

 
Of particular importance is the need to institutionalize security-by-design approaches, in 

which security mechanisms are integrated directly into digital administration processes, and not 
added after the implementation of technological solutions. 

 
More generally, this analysis contributes to our knowledge of public sector innovation in 

the context of systemic crises by demonstrating how it plays two roles. First, it is a tool for short-
term adaptation that allows the state to confront unpredictable, rapidly changing threats and 
shocks. Second, it is a tool for institutional rethinking that goes beyond institutions, through 
which it moves towards stronger, more strategically autonomous forms of governance. There is a 
key difference between these two functions. One restores systemic stability in times of stress, the 
other fundamentally reshapes its architecture. This is why the transition from resilience to 
transformation is seen as a key trajectory for the transformation of the digital state in times of 
systemic instability. 

 
The study has a number of limitations. First, the article is mainly conceptual and 

comparative in nature and does not provide for quantitative statistical testing of the relationships 
between digital sovereignty, institutional capacity and the effectiveness of digital governance. 
Second, the cases used are illustrative in nature and do not cover all possible models of a digital 
state. Third, the rapid dynamics of digital transformations and crisis processes may affect the 
relevance of individual management practices and technological solutions. 

 
Further research should include a broader comparative analysis of digital states, the use of 

empirical indicators of digital capacity, cyber resilience and public trust, as well as an assessment 
of the effectiveness of crisis-oriented models of digital governance. 

 
In conclusion, the discussion shows that the existence of the future digital state depends 

on whether state administrations can transform the crisis-induced digital acceleration into a long-
term capacity structure. The key lesson: the transformation into sustainable structures requires 
institutional resilience, based on sovereignty over critical digital dependencies, information 
security, a coordinated administrative structure, and the legitimacy of state action. In other 
words, systemic instability, not simply the disruption of existing governance systems, serves to 
determine whether the state can re-emerge in the digital uncertainty we face. 

 
It is significant that the “Diya” platform was not a situational digital “band-aid”: its 

development was accompanied by the legislative consolidation of the legal force of electronic 
documents, the integration of registers and the digitalization of the most popular public services. 
Thus, a tool born partly in the logic of operational resilience (rapid provision of services during 
wartime) has turned into an institutional mechanism that changes the very architecture of “state-
citizen” relations and reduces dependence on physical administrative structures. This is an 
example of transformation, not just resilience. 
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Conclusion 
 

In the context of systemic instability, the digital state should be viewed as an institutional 
and strategic system, rather than a cluster of individual technological solutions. It can be 
effective depending on the extent to which digital sovereignty, information security, and 
administrative coordination are integrated into a single governance system. Exogenous 
technological dependence, fragmented institutional structures, lack of interoperability, shortage 
of qualified personnel, and security issues significantly hinder the ability of state institutions to 
respond to crises in a coordinated manner. Therefore, digital transformation cannot be perceived 
solely as the expansion of online services or the application of innovative technologies. 

 
The article shows that resilience is a necessary and indispensable condition for the 

sustainable development of state digital technologies. It guarantees the survival of the state in 
conditions of stress, but leads to institutional restructuring only if the shock that triggered the 
state’s response becomes a catalyst for a deeper transformation of state institutions, such as 
strengthening state control over strategic digital infrastructures, administrative processes that 
ensure security from the start, flexible state coordination mechanisms, and close synchronization 
between technologically oriented modernization of the state sector and public perception. The 
normative conclusion is that the government should develop digital reforms as coherent 
institutional programs rather than isolated technical projects. 

 
Its main originality lies in interpreting the digital state in the context of systemic 

instability, digital sovereignty, and information security. This allows us to understand the sources 
of innovations and the reasons for the preservation of reactive rather than generative sustainable 
governance capacity. The study’s theoretical nature prevents adequate empirical measurement of 
variations across countries and administrative systems. Future research should include a 
comparative study of different models of the digital state, the role of crisis management in 
creating a state, a secure infrastructure, and the conditions under which state innovations allow 
for the creation of resilience, legitimacy, and autonomous capacity to make strategic decisions. 
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